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1. OBULIME NNOJOXEHUSA

1.1. TepMuns! u oIpeeNICHUs

IlepcoHaibHbIE JaHHBlE - 106as WHGOPMALMS, OTHOCAIIASCA K IpSMO  HITH
KOCBCHHO ONpENENICHHOMY WM OIpefieliseMoMy (H3HYecKoMy JHLY (CyOBeKTy
EPCOHAJIBHBIX TAHHEIX).

Onepatop - rocynapcTBeHHBIN OpraH, MyHHIHIATBHEIA OpraH, IOPUIHYECKOE HIIH
hH3UYECKOe JTHII0, CAMOCTOSATENBHO MIIA COBMECTHO C APYTMMH JTUIAME OpraHU3yIOLIHE U
(wmn) ocymecTBisromue 06paGoOTKY II€pCOHATIBHEIX NAHHBIX, A TaKKe onpeAeNsoe
ey 06paboTKH MEPCOHANBHBIX JAaHHBIX, COCTAB MEPCOHANBHEIX AAHHBIX, TOMIEKAIIIX
0bpaboTke, neHCTBHS (ONEepaLH), COBEpINAEMEIE C IEPCOHATBHEIMH JAHHBIMH.

O6paboTka IepCOHANBHBIX HaHHBIX - JI060e JeiCTBHE (onmepanus) WM
COBOKYNIHOCTh JNEHCTBHH (Omepauui), COBEpIIAEMBIX C HCIIONB30BAHHEM CPEJCTB
aBTOMaTH3alMK Wik 0e3 HCIONb30BaHHUS TAaKMX CPEICTB C MEPCOHANBHBIMM AAHHBIMH,
BKIOYass CcOOp, 3almMCh, CHCTEMATH3ALMIO, HAKOIUIEHHE, XpaHEHHe, YTOYHEHHE
(oOHOBICHNE, H3MEHEHHE), M3BIIEYCHHE, UCTIONB3OBAHHE, Tlepeaady (pacIpocTpaHeHHe,
NpefoCTaBIeHue, AOCTYIN), OOe3NmHYMBaHMe, GIOKMPOBaHHE, yHaleHHE, YHHUITOXKEHHE
MIEPCOHANIBHBIX TaHHBIX. F

ABTOMaTH3MpOBaHHad 00pabOTKa MNEPCOHANBHBIX NAHHBIX - 00paGoTka
NEPCOHANIBHBIX TaHHBIX C IIOMOIIBIO CPEACTB BEIYHUCITHTEILHON TEXHUKH.

PacrpocTpaHeHue nepcoHanbHBIX JaHHBIX - JEHCTBHS, HalpaBlIeHHbIE Ha
PacKpbITHE NIEPCOHANIBHEIX JAHHBIX HEOIPeIeICHHOMY KPYT'Y JIMII.

Ilpenocrasnenne nepcoHaNbHBIX JAHHBIX - AEHCTBUS, HAIPaBJIEHHBIE HA PaCKPHITHE
NIEPCOHANIBHBIX JAHHBIX ONpPENEIEHHOMY JIUIY HIIH ONpeleIEHHOMY KpPYTY JIMIL.

brokupoBanue NepCOHANBHBIX' JAHHBIX - BPEMEHHOE MpeKpalleHHe o6paboTku
NePCOHAIBHBIX JaHHBIX (32 HCKIIOYEHHEM CJIydaeB, eclii 00paboTka Heobxomuma s
YTOYHEHHUS NIEPCOHANBHBIX JAHHBIX ). |

YHHYTOXXEHHE IePCOHANBHBIX JaHHBIX - MHEHCTBHS, B pe3yJbTaTe KOTOPBIX
CTAHOBHUTCS HEBO3MOXHBEIM BOCCTaHOBUTH COJIEpXaHHE IIEPCOHANBHBIX JAHHBIX B
HHQOPMAIMOHHOM CHCTEME MEPCOHANBHEIX IOaHHBIX M (WIH) B pe3yJbTaTe Korbpmx
YHHYTOXXAIOTCSI MaTepHalIbHble HOCHTENIH MEPCOHAIBHEIX JJAHHBIX.

O6e3nvyrBaHHe NEPCOHANBHBIX MOAHHBIX - MNEHCTBUA, B PpE3YIbTaTe KOTOPHIX

CTAaHOBHUTCA HEBO3MOXHBIM 0€3 HCIONB30BaHMS IOMONHUTEIbHOW HH(pOpMAIHH



ONPENCTUTE  MPHHA[IEXKHOCTh IEPCOHANBHBIX  JTAHHBIX KOHKPETHOMY  CyOBEKTy
[IEPCOHANIBHBIX JaHHBIX.

Hudopmarmonnas  cucrema IIEPCOHANBHBIX ~ NaHHBIX -  COBOKYITHOCTB
COACPXAlXCd B 0asax NaHHBIX [EPCOHATBLHBIX J@HHBIX M O00eCleYnBalommMx HX
00paboTKy HHPOPMAITHOHHEIX TeXHONOr M 1 TEXHUYECKUX CPEJICTB.

Tpancrpanuunas nepenaua TIEPCOHATIBHBIX JAHHBIX - Iepefada MepCOHANBHBIX
A@HHBIX Ha TEPPUTOPHIO HHOCTPAHHOIO TrOCYIapCTBA OpraHy BIIaCTH HHOCTPaHHOI'O
TOCYNapCTBa, MHOCTPAHHOMY (HU3MYECKOMY JHIY HIIH HHOCTPaHHOMY OPHANYECKOMY
JuIy.

1.2. Ha3snavenwue u npaBoBas ocHOBa JIOKyMeHTa

Iomutuka JIOY Ne 120 r. Bragumupa (manee — JIOY) ONpenensieT CUCTEMY
B3[IAN0OB Ha mpobneMy obecnedeHuss 6e30MacHOCTH IIEPCOHANIBHBIX JaHHBIX |
TNIpE/CTaBIAET COOOH CHCTEMATH3UPOBAHHOE H3NIOXKEHHE LeJIed M 3a]1a4 3alUThI, KaK OIHO
I HECKOIIEKO IPABMII, NIPOLEAYD, NPaKTHIECKHX IIPHEMOB U PYKOBOIAIIMX NMPHUHIUIIOB
B obnacty MHGOPMAIMOHHOM Ge30macHOCTH, KOTOPHIMU PYKOBOACTBYETCA YTIpaBlIeHHE
o0pa3oBaHUA B CBoeil ACATCIBHOCTH, a TAaKKe OCHOBHBIX IIPHHLHIIOB MOCTPOEHHS,
OPraHM3ALHOHHBIX, ~TEXHONOTHYECKMX M NPOHENYyPHBIX AaCHeKTOB  0GecreydeHus
0€30MaCHOCTH IePCOHANBHBIX NaHHEIX. |

3aKOHOMATENBEHONH OCHOBOIM ;1aCTOSIIIIeI7I ITonutuku sBASAIOTCS Koucrutyuus
Poccuiickolt  ®epmeparmn, I PaxuaHckuH, VYromoeHeli u TpynmoBoif  Komekch,
Denepanbhplii 3akoH ot 27.07.2006 Ne 152-®P3 «O NIEPCOHANBHBIX NAaHHBIX», 3aKOHBI,
YKasbl,  MOCTAHOBIIEHHWS, JpPyrHe  HOPMAaTHBHBIE  JOKYMEHTHI JEHACTBYIONIETO
3aKoHonarenscTBa Poccuiickoii Oenepanun, nokyMeHTbel ®CTOK u ©CB Poccuwu.

Hcnonbzopanne nanHod ITONMMTHKM B KadecTBe OCHOBEL JIA  IIOCTPOEHHS
KOMIIIEKCHOX CHCTEMBI HMH(OPMAIIMOHHONW 6e30MaCHOCTH IIEPCOHANIBHBIX  TAHHBIX
YnpaBnenus 06pa3oBaHHA O3BOIMT OITTUMM3UPOBATh 3aTPaThI Ha €€ IIOCTPOEHHE.

Ilpu paspaborke ITONMTHKH yYUTHIBATHCH OCHOBHEIE NPUHLMIOB  CO3JaHHUS
KOMIUIEKCHBIX CHCTeM ofecriedeHns 6e30nacHOCTH MH(BOpMALWH, XapaKTEePUCTHKH M
BOSMOXHOCTH  OpPraHM3allHOHHO-TEXHUYECKUX METONOB M COBDEMEHHBIX AamIapaTHO-
IIPOrpPaAMMHBIX ~ CPEICTB  3alUUTHl M  TNPOTHBOLEHCTBHS yrpo3aM O0e30MacHOCTH
uHpOpMaIHH.

OcHoBuele monoxenus IlondTuku 6a3sHpYOTCS HAa KAYeCTBEHHOM OCMBICICHHY

BOIIPpOCOB Oe3omacHOCTH I/IH(i)OpMaIII_/_II/I M HC 3aTparuBalOT BOIPOCOB 3KOHOMHYECKOTO



(KOJII/I‘-ICCTBGHHOFO) aHalIA3a PHUCKOB U 000CHOBaHUsA HGO6XO,I[I/IMI:IX 3aTpaT Ha 3aIluTy

UH(pOpMAITHH.

2. OBBEKTHI 3AIIATEI

OCHOBHBIMM OGBEKTaMH CHCTEMBI GE30MACHOCTH IIEPCOHANBHBIX AaHHBIX B JIOY
SIBIISIOTCS:

—  HHOOPMAaNMOHHBIE DPECYPCHl C OTPaHMYEHHbBIM JOCTYIIOM, COHAEep KallHe
IIEPCOHANbHBIE JaHHEIE;

—  Tpouecchl o0paGOTKM MePCOHANBHBIX NAHHBIX B HH()OPMALMOHHOM CHCTEMe
liepcoHanbHbIX AaHHbiX JIOY, HHOOPMAIMOHHEIE TEXHOIOIHH, PETNIAMEHTEI M IIPOLIEAY Db
cOopa, 06paboTKH, XpaHeHHs M Hepegaun MH(POpMallUH, NEepCOHAN pa3paGOTYHKOB U
NOJIb30BaTeNeH CHCTEMBI H €€ 00CITy)KUBAIOIHIA TIEPCOHAI;

~  HHQOpManuoHHas HH(PACTPYKTypa, BKIIOYAIOWAS CHCTEMEI 0o6paboTku u
aHanu3a HHGOPMALUY, TEXHHIECKHE U POrpaMMHBIE CPEJICTBA €€ 0bpaboTku, nepenaun
H OTOOpakeHHsl, B TOM YHCIIE KaHAIE HHGOPMAMOHHOTO 06MeHa U TEJIEKOMMYHHKAI[HH,
CHCTEMBl M CPEACTBA 3alIMTBI MH(OpMAalKMK, OOBEKTEI M IIOMEIIEHHS, B KOTOPBIX

PacCoOJIOKEHBI TEXHUYECKHE cpeacraa 06pa6OTKH NEPCOHATIBHBIX NAHHBIX.

3. HEJIA 1 3AJJAYHY OBECIHIEYEHMS BE3OITIACHOCTH
IHEPCOHAJIBHBIX JAHHBIX

3.1. MiuTepeck! 3aTparuBaeMsIX CyGbeKTOB HHQOPMALOHHBIX OTHOMIEHHH

CybbexraMu HMH(OPMALMOHHBIX OTHOINEHHH NPH OGECHeYeHHH 6e30MacHOCTH
nepcoHaNbHbIX JaHHBIX JIOY aBnsroTcs:

- HOY, kak co6cTBeHHHK MHGDOPMALUOHHBIX PECYPCOB;

—  corpyasukd JIOY, B COOTBETCTBHH C BO3IOKEHHBIMH Ha HUX (QYHKIHSIMY;

—  BocnuranHuk# JJOY;

— TpaxnaHe, obpamaromuecs B JIOY mno BompocaM, OTHOCAIIMMCA K
komnereniuu JIOY.

Ilepeuncnennnie cy6bekThl HHPOPMALMOHHBIX OTHOMIEHUH 3aMHTEPECOBAHbI B

obecrniedeHun:

—  CBOEBPEMEHHOI'0 JOCTyIla K HEOOXOJUMBIM HM IME€PCOHAIBHBEIM JaHHBIM (MX

JOCTYITHOCTH);



—  JOCTOBEPHOCTH  (IIONHOTHI, TOYHOCTH, aJeKBaTHOCTH, LIETOCTHOCTH )
NE€PCOHANBHBIX JAHHEIX;

—  KOHQHIEHINAIBHOCTH (COXpaHEHHS B TalHE) ePCOHANBHEIX JAHHBIX,

~  SAlMTEl OT HAaBS3BIBAHHA HM JIOKHBIX (HEJOCTOBEDHBIX, HCKAKEHHBIX)
IIEPCOHAIIBHBIX JAHHBIX;

~  Pa3TpaHMYCHHS OTBETCTBCHHOCTH 3a HapyIICHHs WX NpaB (MHTEPECOB) ©
YCTaHOBJICHHBIX IIPaBHJI OOPAIECHUSA C IEPCOHAIBHEIMH NaHHBIMU;

—  BOSMOXHOCTH OCYHIECTBICHUS HENPEPBIBHOIO KOHTPOJS M  YIPaBJIEHHS
poneccaMyi 00paGoTKH U TIepeiavu IepCOHATBHBIX AAHHBIX:

—  3alllUTHI IEPCOHANBHBIX TAHHBIX OT HE3aKOHHOT'O PaclpoCTpaHEeHHUS.

3.2. Uemu 3amuTel

OCHOBHOH 1LeNbIO, Ha JOCTHXKEHHE KOTOPOM HampaBJIeHEl BCE ITOJIOKEHUS
Hacrosdmed [lonuTvkH, sABIseTCS 3alMTa CYGHEKTOB MHPOPMALIMOHHEIX OTHOIIEHHUIH
YnpasneHus: 06pa3oBaHus OT BOZMOXXHOI'O HAHECEHHS UM MaTepHAIBHOTO, (PHU3UIECKOTO,
MOpanbHOTO WM HHOro yiiep0a, MOCPEACTBOM CIy4ailHOr0 WM IpeJHaMepeHHOIo
BO3/ICHCTBHS Ha [IEPCOHANBHbIE JAHHBIE, MX HOCHTENH, IPOIECCh 06paboTKH U nepenaym.

Yka3aHHad Lenb JOCTHTAaeTCs IIOCPEACTBOM OOeCleveHHss M IIOCTOSHHOTO
NOJACPXKaHUs CIEIYIOLIMX CBOKCTB NEPCOHANIBHBIX JaHHBIX: ‘

—  JOCTYIIHOCTH TEPCOHAIBHBIX MJAHHBIX JJI JIETAJIBHBIX IIOJI30BaTejei
(ycToiuuBOro (yHKIMOHMPOBAHUS uHpopManmonnex cucreM JIOY, mpu kotopom
TI0JIb30BATENIM UMEIOT BO3MOXHOCTh IOJIyYEHHS] HEOOXOMIUMBIX TIEPCOHATBHBIX JaHHBIX H
PEe3yNIbTaTOB peLIeHHs 3a/1a4 3a IpUeMIIEMOe IJIS HUX BpeMs);

=~  LEeJOCTHOCTH M AyTEHTHYHOCTH (MIOJATBEPXKICHHE aBTOPCTBA) MEPCOHAIBHBIX
JAAaHHBIX, XPaHUMBIX H oOpabaTbiBaeMbIX B HH(POPMAaUHOHHBIX cHcTemax JIOY wu
repeaaBacMou 1o KaHallaM CBSI3H;

—  KOHQMIEHIWANTPHOCTH - COXpPaHEHHs B TaliHe ONpeJEeICHHOM YacTd
NEePCOHANBHBIX [NaHHBIX, XPaHUMBIX, O0OpabaThIBaeéMBIX H IIepelaBaeMEBIX II0 KaHalaM
CBS3H. :

HeobxomuMelii ypoBeHb OOCTYNHOCTH, LEIOCTHOCTH M KOH(DMIEHIMAILHOCTH
IIEPCOHATIBHBIX HAHHBIX O0ECIIeYMBAETCS COOTBETCTBYIOIIMMH MHOXECTBY 3HAYMMBIX
yIpO3 METOAAMH H CPEJICTBaMH.

3.3. OcHOBHBIE 3afayM CHCTEMBI OOecriedeHHs O€30MacCHOCTH IEePCOHAIBHBIX

JAHHBIX



i mOoCTHKEHHs OCHOBHOM LielM 3alMThl M OGECHEeYeHHs YKa3aHHBIX CBOMCTB
NIEpCOHANBHBIX JaHHBIX CHCTEMa oOecreyeHHus WHPOPMAIIMOHHON 0e30macHOCTH
Ynpasnenus o6pasoBaHus JOkHA obGecreunBaTh 3Q(EKTUBHOE peIleHHE CIeAyIONHXK
3ajad:

—  CBOEBPEMEHHOE BEBISBJIEHHE, OLICHKA M IPOTHO3UPOBAaHHE HCTOYHHKOB YIrpo3
#“H(POPMAMOHHOH 6€30IacHOCTH, NPUYMH M YCIOBHH, CHOCOGCTBYIOINMX HAHECEHMIO
yuiepba 3aMHTEpECOBaHHEIM CyOBEKTaM HMH(QOPMAIMOHHEIX OTHOLICHHH, HapyIIeHHIO
HOpPMaJIbHOTO QYHKIIMOHHPOBaHHs HH(pOpManMOHHBIX cucTeM JJOY;

—  CO3JaHKWe MEXaHM3Ma OIePaTHBHOIO PearMpOBAaHUSA HA Yrpo3bl GE30MIaCHOCTH
HHGOPMallMK U HeTaTHBHbIE TEHACHIUH,

—  CO3[aHH€ YCIOBHMH JUIi MZXHUMH3ALMU U JIOKAIM3aLUd HAHOCHUMOTO yiepoOa
HENpaBOMEPHBIMHM  JICHCTBHUSAMH (HU3UYECKUX H HOPUIWYECKHX JIMI, OCJIa0lieHHe
HEraTUBHOTO BJIMSAHHA M JIMKBHAAUWSA IIOCIEACTBUH HapylleHHs 6e30macHOCTH
UHGOPMAITHH;

—  3aIMTy OT BMEIIATENbCTBa B Ipouecc QyHKIMOHHPOBaHUA HH(POPMAIIMOHHEIX
cucreM JIOY nocropoHHMX UL (JOCTYN K MHGOPMALMOHHEIM PECYPCaM [OJDKHBI MMETh
TOJIBKO 3apErHCTPUPOBAaHHbIC B yCTAaHOBJIEHHOM IOPSAIKE TOJIH30BATEIIH ),

—  pasrpaHWYeHde IOCTyINa IOJIb30BaTeNeH K nmbopMauHOHﬁLlM, annapaTHBIM,
IIPOrpaMMHBIM M HHBIM pecypcam JIOVY (BO3MOXHOCTH JOCTYTIa TOJIBKO K TEM pecypcaM U
BBHIIIOJITHEHHUsSI TONIBKO TEX OIepanuii ¢ HUMH, KOTOpble HEOOXOIHMMEI KOHKPETHEIM
IIOJIb30BATENISIM I BBIIIOJIHEHUS CBOMX CITYXeOHBIX 00s3aHHOCTEH), TO €CTh 3aIIUTy OT
HECaHKIIMOHHUPOBAaHHOTO JIOCTYIIA,;

— obecriedyeHre — ayTeHTH(QUKAIUW  IONB30BAaTeeil,  y4acTBYIOIIMX B
HHQOPMaIMIOHHOM OOMeHe (MOATBEep)KACHHE NMOATMHHOCTH OTIPABHUTENA U IOJydaTels
UH(pOpPMAaLIHK);

—  3alIMTy OT HecaHKI.II/IO:HI/IpOBaHHOI\;I MoAM(UKALMK  HCIOJB3yEMBIX B
uHpopmaHoHHEIX cucteMax JJOY mporpaMMHBIX CPEACTB, a TAKXKe 3allUTy CHCTEMBI OT
BHEJ[PEHUS HECAaHKIIMOHHUPOBAHHBIX MPOTrpamMM, BKIIIOYasi KOMIBIOTEPHEIE BUPYCHI;

—  3amMTy MHQOPMAlM¥ OrPaHWYEHHOTO TIOJB30BaHUSA OT YTEYKH IO
TEXHHYECKHM KaHaJiaM IIpH ee 00paboTKe, XpaHEHHH M Tiepefiade 110 KaHajlaM CBS3H.

3.4. OcHOBHbIE IIyTH pelIeHH 3a]]a4 CUCTEMBI 3alUThI

ITocTaBneHHbIE OCHOBHBIEC LIEJIM 3aIUTHl M pellleHUue NEPEeYUCIICHHBIX BBIIIE 3a4a4

JOCTHIalOTCA:



—~ CTPOTHM Y4YeTOM BCEX MOUIEXAIUX 3alluTe PecypcoB HH()OPMAHOHHBIX
cucreM JIOY (uHdopmanum, 3amad, [JOKYMEHTOB, KaHAJIOB CBS3H, CEpPBEPOB,
aBTOMaTU3MPOBAaHHBIX pabovHx MecT);

—  KYpHAJIUPOBaHHEM JEHCTBHH IEepCOHANa, OCYIIECTBIAIOMIEr0 OOCIyKMBaHHE
¥ MOTH(HKALMIO IPOTPAMMHBIX H TEXHHYECKHMX CPEACTB MH(GOPMALIHOHHBIX CHCTEM;

) —  TONHOTOH, peabHO! BBHIIONHMMOCTBIO U HENPOTHBOPEYMBOCTEIO TpeGoBaHuit
OpraHH3aliOHHO-PACOPIAUTENBHEIX NoKyMeHTOB JIOY mo Bompocam obecnedeHus
6e3omacHOCTH HHPOPMALIHY;

— IOArOTOBKOM JOJDKHOCTHBIX JHMIl (COTPYAHHMKOB), OTBETCTBEHHBIX 34
OpraHM3alldi0 ¥ OCYILIECTBICHHE MPaKTUYECKHMX MEpONPUATHH 10 OOeCIeYECHUIO
0€30MacHOCTH NEPCOHATBHBIX JAHHEIX M IPOIIECCOB UX 06paboTKy;

—  HaJeJIEeHHEM  KaKIOro  COTpyAHWKa  (MONB30BaTells)  MHHHMAJIBHO
HEOOXONMMBIMM JUI BHIIOJIHEHHS KM CBOMX (DYHKIMOHAIBHBIX 0OOs3aHHOCTEH
TIOJIHOMOYMSIMH TIO JIOCTYTy K MH(GOpMaIEOHHEIM pecypcam JIOY;

— YEeTKHM 3HaHHEM H CTpOTHM COOIOIGHHEM BCEMH IIOJIB30BATEIAMH
uHbopmanuoHHbIX cucteM JIOY TpeGoBaHMii OpraHH3alHOHHO-PACHOPSAMTEIBHBIX
JOKYMEHTOB I10 BoipocaM obecrnieueHus: 6e30macHOCTH HH(POpMALIUH;

—  IIEpCOHAJIBHON OTBETCTBEHHOCTBIO 3a CBOM JIEHMCTBUS KaXIOr0 COTPYAHMKa, B
paMKax CBOMX (PyHKIIHOHANBHBIX 00A3aHHOCTEH HMEIOIIEro JOCTYI K HHPOPMAIHOHHBIM
pecypcam JJOV;

—  HENpPEpBIBHBIM IOJJIEP)KAHUEM HEeOOXOJUMOr0 YpOBHA  3aIMIIEHHOCTH
3JIEMEHTOB HHpopManoHHOH cpesbl IOV,

— IOpUMEHEHHEM (QHU3UYECKMX M TEXHUYEeCKHX (IporpaMMHO-allapaTHbIX)
CPEJICTB 3allIUTHI PECYPCOB CUCTEMBI M HENTPEPHIBHOW aIMHHUCTPATUBHOM MTOAJIEPIKKON MX
HCIIOJIb30BAHMS;

- 3¢ ¢deKTUBHEIM KOHTPOJIEM HaJ| cobmoeHueM MOJIB30BATENISIMI
uHpopMaITHOHHEIX pecypcoB JIOY TpeGoBanuii mo obOecnedyeHHI0 6€30MacHOCTH
nHbopManumy;

—  opuaudeckoit 3amuroit uHTepecoB JOVY npu B3aMMO/EHCTBHH C BHEIIHAMH
OpraHM3anysIMH (CBA3aHHOM C OOMEHOM NEPCOHANIBHBIMH TaHHBIMU) OT IPOTUBONPABHAIX
INEHCTBHM, Kak CO CTOPOHBI OTHX OpraHM3alfii, TaKk U OT HECAHKIIMOHMPOBAHHEIX

JIEHCTBUM 06CJ'I}’)KI/IBaIOH.[eI‘O nepcoHalia U TpETbUX JIUII.



4. OCHOBHBIE IPHHIIUIIBI IOCTPOEHUS CUCTEMBI
BE3OHMACHOCTH NEPCOHAJIBHBIX JTAHHBIX
Ioctpoenue cucteMsl, obecnieyenus 6e30NacHOCTH NePCOHANBHBIX HanHbIX JIOY, 1

€e (I)YHI(I_II/IOHI/IPOBaHI/Ie JOJDKHBI OCYIHNECTBIIATBCSI B COOTBETCTBHH CO CICAYIOUTHMHA

OCHOBHBIMH NMPUHIIMIIAMH:

—  3aKOHHOCTB;

—  CHCTEMHOCTE;

—  KOMILIEKCHOCTE;

—  HEINpepBIBHOCTS;

—  CBOEBPEMEHHOCTE;

—  IPeeMCTBEHHOCTh U HEIPEPHIBHOCTH COBEPIIIEHCTBOBAHMS;

—  pasyMHas JOCTaTOYHOCTb (3KOHOMHMYECKAS LIEIeCO0OPa3HOCTS);

—  NEepCOHAIbHAsA OTBETCTBEHHOCTD;

—~  MHUHHUMH3ALMA TOTHOMOYHIA;

—  HCKIIIOYEHME KOHQIIUKTa HHTEPECOB;

—  B3aMMOJEHCTBHE U COTPYIHHYECTBO;

—  I'MOKOCTBH CHCTEMBI 3aILUTEI;

—  OTKPBITOCTH AJITOPUTMOB ¥ MEXAHHU3MOB 3aII[UTHI;

—  IPOCTOTA IPUMEHEHUSA CPEACTB 3aIUTHL;

—  00OCHOBaHHOCTH Y TEXHWYECKAs Pealu3yeMOCTh;

—  CleHMaiu3auus ¥ npodeCCHOHATH3M;

—  00s3aTeNbHOCTH KOHTPOJISL.

4.1. 3aKOHHOCTB

IpennonaraeT OCyIECTBICHHE 3allUTHHIX MEPOMPHUNTHI U pa3pabOTKy CHCTEMBI
Ge30macHOCTH NepcoHaNbHbIX HaHHBIX JIOY B COOTBETCTBMH C JEeHCTBYIOIIMM
3aKOHO/ATEILCTBOM B O00JaCTH 3aBIMTH TEPCOHANBHBIX MJAHHBIX, & TaKkKe APYTuX
3aKOHOJATENbHBIX aKTOB IO ©Oe3omacHocTH HHpopmanuu P®D, ¢ npuMeHeHHeM Bcex
JIO3BOJICHHBIX METOZ0B OOHAapyKEHHS " IpecevyeHns NpaBOHApyIIeHUH Mpu paboTe ¢
[IEPCOHANBHBIMU JaHHBIMH. [IpvHATEIE Mephl 6€30MacHOCTH MEPCOHAIBHBIX JAHHBIX He
JOJDKHBI NPENATCTBOBAaTh AOCTYIy ITPaBOOXPaHUTENbHBIX OpPraHOB B IIPeAdyCMOTPEHHBIX

3aKOHOAATCIBCTBOM ClIydasaX.



Bce none3oBatenu nabOpManHOHHEIX CHCTeM HOY nomxHb! uMeTE NpeacraBienne
00 OTBETCTBEHHOCTH 3a TIpaBOHapyIUEHHS B 0611acTH 06pabOTKH EePCOHANBHBIX TAHHEIX.

4.2. CucreMHOCTB

Cucremuslii nmomxon k IIOCTPOCHHIO CHCTEMEI 3amuThl MHGOpMamuu B JJOY
NIpEATonaraeT y4er BCeX B3aUMOCBS3aHHBIX, B3aMMOJICHCTBYIOINX M M3MEHSIOLIUXCS BO
BPCMEHH 3IEMEHTOB, YCIOBMH M (DaKTOPOB, 3HAYMMBIX IIS IOHMMAHHS K peIIeHus
npo6iieMs! obecriedeHns 6e300acHOCTH NIEPCOHANIBHBIX TAHHBIX.

Ipu cozpmanum cucremsr 3a11mﬁ.1 JIOJDKHBI YYUTBIBATBCS BCe cllabble W Hambolee
yA3BUMbIE MeCTa HH(OpManmuoHHbIX cucteM JIOV, a Tarke XapaKTep, BO3MOXKHBIE
OOBEKTBl M HaNpaBIeHHA aTaKk Ha Hee co CTOpOHBl HapyluTene (0cobeHHO
BBICOKOKBaTH(QUIIUPOBAHHBIX 37I0YMBILLIEHHUKOB). CHCTeMa 3aIUTHl JOKHA CTPOUTHCS
C YH4ETOM HE TOJBKO BCEX M3BECTHBIX KQHATIOB NPOHUKHOBEHHUS U HECaHKLIMOHUPOBAHHOTO
AOCTyna K MHQOPMAlHH, HO M C Y4eTOM BO3MOXHOCTH HOSBICHHS TIPUHIUITHATBHO
HOBBIX ITyTeH peayi3aliiy yrpo3 6e30macHoCTH.

4.3. KoMmekcHOCTD

KoMriexcHoe ncnone3oBanue MeTonoB u CPEACTB 3aIllUTEl KOMITBIOTEPHBIX CUCTEM
TIPENIIONAracT COIrIacoBaHHOE INPUMEHEHHE DPasHOPOAHBIX CpEeICTB IIPY  TIOCTPOEHHH
LIeJIOCTHOH CHCTEMBI 3allUTHI, TIEPEKPHIBAIOLIEH BCe CYLIECTBEHHBIE (3ﬁaanLIe) KaHaJTbl
pealusallid yrpo3 M He copepamed cmaGblx MeCT Ha CTHIKAX OTHENBHEIX ee
KOMIIOHEHTOB. 3alluTa AOMKHA CTPOMTHCS SIIETOHHPOBAHO. BHemmmss 3alllUTa JOJDKHA
obecrieunBaTLCA HUIMIECKMMHE CPEACTBAMH, OpraHM3allHOHHBIMH U NIPaBOBBIMH MEPaMH.

4.4. HenpepbIBHOCTb 3aIIHTEI )

Obecneuenne 6e30maCHOCTH NMEPCOHANBHBIX JAHHEIX - IIPOLIECC, OCYIIECTBIAEMBIH
3apenyromedt JIOY, anMunucTpaTopamm 6e3omacHOCTH UH(QOPMAIMOHHBIX CHCTEM H
COTPYNHUKaMH BCEX yPOBHEH. JTO He TOIBKO M He CTOJBKO TpPOIeIypa HIIH TOJHTHKA,
KOTOpas OCYIIECTBIAETCS B ONPELENIEHHBIH OTPE30K BPEMEHH HJIH COBOKYIIHOCTD CpencTB
3aIIUTRI, CKOJIBKO MPOLECC, KOTOPBIH JOKEH MOCTOSHHO MATH Ha BCeX YPOBHSX BHYTDH
AOY wu xaxmsit corpymauk JIOY nomken NPUHAMATh Y4YacTHE B 3TOM MpOIEcce.
JlesATeNbHOCTE M0 0GecIeYeHno HHPOPMALIMOHHON 6e30MacHOCTH SIBISETCS COCTARHOIN
YacTBIO TIOBCEHEBHON NeATENbHOCTH HOY. U ee 3beKTHBHOCTE 3aBHCHT OT y4acTus
pykosonctBa JIOY B obecnedennr uHPOPMAIMOHHON 6G€30MaCHOCTH IIEPCOHATIBHBIX

JaHHbIX.



KpoMme Toro, GonbUIMHCTBY (H3HYECKHX W TeXHHIECKHX CPEICTB 3aIMTHI [JISA
3((QEXTHBHOTO BHINIONHEHHS CBOMX (YHKLMA HEOGXOMHAMA IIOCTOSHHAS OpraHu3aIMoOHHAsA
(aAMHHHUCTpaTHBHAs) [OAZEPKKA (CBOEBPEMEHHAs CMEHA H OGeCIIeYeHHe [IPaBUJIBHOTO
XpaHCHUS M NPHMCHCHHS WMEH, Iapojiedl, nepeonpeleleHHe MOJHOMOYMI H T.IL.).
IlepepsiBbl B paboTe CPEeACTB 3alIMTEI MOTYT GBITH HCIONB30BAHbI 3JI0YMBINIICHHUKaMH
UL aHANKW3a MPUMEHSEMBIX METOJIOB M CPEJCTB 3alMTEI, /Ul BHEAPEHHs CTCHHATBHEIX
IIpOrpaMMHBIX X aNNapaTHBIX "3aK1aJ0K" ¥ JPYTHUX CPEACTB NPEOAONCHUS 3K THL

4.5. CBOEeBpeMEHHOCTE

lIpennonaraer ympexparommii xapaktep Mep ObecleYeHHS Ge30MACHOCTH
HICPCOHANIBHBIX JTAHHBIX, TO €CTh IIOCTAHOBKY 3ajad II0 KOMIUIEKCHOH 3aiiuTe
TICPCOHAILHBIX JaHHBIX W pealusaliio Mep ofecnedeHHs Ge30macHOCTH IEePCOHATbHBIX
AaHHBIX Ha PaHHUX CTaUAX pa3pabOTKH HHPOPMAIMOHHEIX CHCTEM B LIEJIOM M MX CHCTEM
3allUThl, B YACTHOCTH.

Pa3paborka CHCTeMBl 3aIIMTBI IOJDKHA BECTHCH MAPALIENBHO C paspaboTkoit u
Pa3BUTHEM CaMOH 3alIMINAEMOA HMHQOPMALHMOHHOM CHCTEMBL. DTO MO3BOIHT YYECTH
TpeboBaHMs 0€301aCHOCTH MPH NPOEKTHPOBAHHH apXUTEKTYpPBl M, B KOHEYHOM CYETE,
co31aTh Ooliee 3phexTHBHEIE (KaK M0 3aTpaTaM PecypcoB, TaK U MO CTOMKOCTH) CHCTEMBI,
ofazaromnye JOCTATOYHBIM YPOBHEM 3aIHILEHHOCTH.

4.6. IIpeeMCTBEHHOCTB H COBEPILEHCTBOBaHHE

IIpennonaraer mocrosHHOE COBEpIICHCTBOBAaHHE M€D M CpEJCTB  3all[MThI
[ICpCOHANIBHBIX NAHHBIX Ha OCHOBE NPEEMCTBEHHOCTU OPraHM3allAOHHBEIX U TEXHUYECKUX
PEIeHHHf, KaJpOBOro COCTaBa, aHaNH3a (yHKUHOHHPOBAHHA HH(OPMALMOHHEIX CHCTEM
JIOY 1 CHCTeMEI ee 3aIUTH C y4eTOM M3MEHEHMI B METOJaX H CPEACTBAxX nepexsara
MH(QOpPMALMK, HOPMATHBHBIX TPeGOBaHMUIA MO 3alUTe, JOCTHIHYTOIO OTEYECTBEHHOTO H
3apy6exXHOro OmbITa B 3TOH 06/1acTH.

4.7. PazyMHas 1OCTaTOYHOCTD (IKOHOMHMYECKAS I1€1€CO0OPa3HOCTH)

Ilpennonaraer cooTBETCTBHE YpPOBHA 3aTpaT Ha oObecledeHHe OGe30MacHOCTH
NEePCOHANBHBIX JAHHBIX IIEHHOCTH HH(OPMAIIMOHHBIX PECYPCOB U BEIMYMHE BO3ZMOXKHOTO
ymepba OT HX pasIiaileHHs, yTpaThl, YTEYKH, YHHYTOKEHHA © HCKaKEHHS.
Ucnonesyembie Mephl M cpenctBa ofecriedeHHss 6e30NMacHOCTH HHQPOPMAIHOHHBIX
PECYpCOB HE JODKHBI 3aMETHO YXyAUIaTh 3ProHOMHYECKHEe IIOKasaTelu paGoTh

KOMIIOHEHTOB MH()OPMAallMOHHEIX CHCTeM YIpaBieHHs obpasoBaHus. M3nMumisHe Mepsl



0e30macHOCTH, HOMHMO OKOHOMUYECKOH HEe3((EKTHBHOCTH, NPUBOAAT K YTOMIICHHIO H
Pa3ApaXeHHIO NIEPCOHAA.

Cospates  abcomorHO HETNPEONONMMYIO  CHCTEMY 3aIlUTHl  IIPUHIIHIHAIEHO
HEBO3MOXHO. [loka mepcoHanbHBIE NaHHBIE HaXOMATCS B obpallleHuy, NpUHHUMaeMbIe
MEPRI MOTYT TOJIEKO CHASHTH BEPOATHOCTh HETATHBHBIX BO3JEHCTBUI WM yIep6 OT HuX,
HO HE MCKIIOYUTE MX TONHOCTHIO. IIpH NOCTATOYHOM KONMHYECTBE BPEMEHH M CpelcTB
BOSMOXKHO TIpeooneTh o0y 3amury. [losToMy HMeeT cMBICT paccMaTpuBaTh
HEKOTODEI MPHEMIIEMBI ypPOBEHL OOECIEYEHHs 6e30TacHOCTH. BricokoaddexTrBHas
CHCTEMa 3allMThI CTOUT AOPOTo, chdJILzyeT npy paboTe CYMECTBEHHYIO YacTh PecypcoB
¥ MOXCT CO31aBaTh OLIyTHUMEIC NOMOJHUTENbHEIE HEYN0OCTBA MOB30BaTelIM. BaxHo
TPaBHIIEHO BEIOPATh TOT JOCTATOYHBIA YPOBEHb 3aIUTHI, IIPH KOTOPOM 3aTpaThl, PUCK H
pa3Mep BO3MOKHOTO yiiep6a 6511u OBl MpHEMIEMBIMH.

4.8. IlepcoHanbHasi OTBETCTBEHHOCTh

Ilpennonaraer BO3NMOXEHHE OTBETCTBEHHOCTH 3a obecHeueHHe Ge30MacHOCTH
TICpCOHANBHBIX JaHHBIX M CHCTEMBI X 00pabOTKM Ha KaXHOTO COTPY[HHKA B IIpemeiax
€0 MNONHOMOYMH. B COOTBETCTBMH C 5THM IpHHUMIOM pacTpelielieHHe Npas H
00S3aHHOCTEH COTPYAHHKOB CTPOHTCS TAKUM o0pa3zoM, 4TOOBI B ciydyae mo60ro
HapyIIeHWs KpYT BAHOBHHUKOB OBUT YETKO M3BECTEH WM CBEIEH K MEHUMYMY.

4.9. MuHMMU3aIHs TOTHOMOYHI

OsHadaeT mnpefocTaBNeHHE IIONB30BATENSIM MHHHMAIBHEIX IIPaB IOCTylia B
COOTBETCTBUM CO CIyXeOHOH HeobxomuMocThio. JoCTyn K NHepCcOHANBHBIM JaHHBIM
AOMKEH NPEeAOCTaBIATBECA TOJIBKO B TOM Cilydae M OOBEME, €CIH 3TO HEOOXOIHMMO
COTPYAHMKY JJIsl BEITIONHEHHS €T0 JODKHOCTHBIX 0053aHHOCTEIA.

4.10. Hcxmouyenre KoHQIUKTa HHTEPECOB (pasaeneHue (pyHKIHIA)

O¢dextuBHas  cHcTeMa  obecriedeHMs ~ MH(pOPMALMOHHON  G€30MACHOCTH
IpEAronaraeT Y€TKoe pasjeneHue 003aHHOCTel COTPYIHUKOB U HCKIIIOYEHHE CHTYAIHH,
Korja cepa OTBETCTBEHHOCTH COTPYAHMKOB HOIYCKaeT KOHGIHMKT MHTepecoB. Ciepsl
NOTEHUHAIbHBIX KOH(IHMKTOB IOMKHBI BBISBJIATHCA, MHHMMHM3HMPOBAThCA, H HAaXOIMTCS
IO CTPOTHM HE3aBHCHMBIM KOHTpoJieM. Peanu3aius JaHHOTO HNPUHIMIIA IPEAIoaraer,
9TO HE OJIUH COTPYTHHK HE JO/DKEH UMETh ITOJIHOMOYHH, MIO3BOJIAIOIIAX MY €IHHOIHYHO
OCYHIECTBIIATh  BBINIOJHEHHE KpI/I’i‘I/I‘IHBIX onepaumii. HaneneHwe  COTPYIHHKOB
NOTHOMOYHSAMH, IOPOXIAIOIMMH KOH(QDIMKT HHTEPECOB, [JAa€T €My BO3MOXHOCTh

IIoATaCOBBIBATH I/IH(i)OpMaI.II/IIO B KOPBICTHBIX LEC/IAX HIH C TEM, YTOOBI CKPBITh l'IpO6J'IeMI>I



WM TOHECEHHBIE YOBITKHM. [l CHHXKEHHS PHCKa MaHHITYJIMPOBAHHs IE€PCOHATBHBIMU
JAAHHBIMH W PHUCKa XHINECHHs, TaKUe INOITHOMOYHS IOJDKHBI B MaKCHMMAJIBHO BO3MOXKHOM
CTemeHH OBITH pa3sfeNeHbl MeXAy pasiuuHbiMu cotpyanmkamu JIOY. Heob6xomumo
IIPOBOAUTDL IEPHONUYECKHE IIPOBEPKH 0Os3aHHOCTEH, GYHKIUH H AeITEIHHOCTH
COTPYTHHKOB, BBIIOJHSIOUIMX KIIO4€Bble (YHKIHMH, C TeM, 4YTOOBI OHM HE HMMEIH
BO3MOXHOCTH CKPBIBaTh COBEPLIEHHE HEMpaBOMEpHBIX JelicTBumit. Kpome Toro,
HeOoOXOMMO INPUHAMATH CHEHHUANBHEIE MEPhl [0 HENONYIIEHHIO CroBOpa MEXIy
COTpYJHUKAMH.

4.11. B3aumopeiicTBie U COTPYAHHIECTBO

INpeanonaraer cozganue OmaronpusaTHoOi atMoceps! B koutektuse JIOY. B Takoi
0OCTaHOBKE COTPYAHHKH JOJDKHBI OCO3HAHHO COOMIONATh YCTAHOBIEHHBIE NPaBWIA H
OKa3bIBaTh cojieiicTBue AEeATEIbHOCTH aJMUHHACTPATOPOB 6e3011acCHOCTH
HMH(OPMAIIHIOHHBIX CUCTEM MEPCOHATIBHBIX JaHHBIX.

BaxHpiM 3neMeHTOM 3(@QeKTUBHOM cHCTeMBI obecreueHus Ge30MacHOCTH
nepcoHaNbHbIX AaHHBIX B JIOV sBnsieTcs BeICOKas KyJnbTypa paboThl ¢ HHGOpMAaIIHEH.
PykosonctBo JIOY HeceT OTBETCTBEHHOCTH 3a CTPOroe COONIOINCHHE ITHYECKUX HOPM M
CTaHIapTOB NPOdECCHOHANBHOM AEATeIHHOCTH, TOTIEPKHABAIONICH ¥ NEMOHCTPHUPYIOLIEH
IIepCOHAly Ha BCEX YPOBHSX BXHOCTh ObecredeHHs MH(GOPMALMOHHON G€30MacHOCTH
VYnpasnenusa obpasoBanus. Bce corpyanuku JOY NOMKHBI OHMMATh CBOIO PONb B
npoluecce obecnedyeHuss HHOOpPMaMOHHOW 6e30MacHOCTH ¥ NPUHMMATh YJacTHE B 3TOM
nponecce. HecMoTps Ha TO, 4TO BBICOKas KyJibTypa obecriedeHus HHGOpMaLMOHHOM
6e3011aCHOCTH HE TapaHTHpYeT ABTOMATHYECKOrO JOCTHKEHHS IIeNel, ee OTCYyTCTBHE
co3zfaer 6ojbile BO3MOXHOCTEH Ui HapynieHus 6Ge3omacHOCTH WM He OOHapyKeHHs
(aKkTOB ee HapyIICHHUS.

4.12. I'u6KOCTH CUCTEMBI 3aIUTHI

Cucrema obecriedyeHrss MHPOPMAIIMOHHON 0E30MacHOCTH JODKHA OBITH crocobHa
pearpoBaTh Ha W3MEHEHHWS BHEIIHe#H cpexbl M ycioBui ocymecTtBieHus JOVY cBoei
IeSATeTbHOCTH. B uiCo Takux W3MeHeHH BXOIAT:

—  HM3MEHEHHUs OpraHu3aIlMOHHON M mTaTHOU CTpYKTYpHl JIOY;

— W3MEHEHHE CYIIECTBYIOUIMX WIJIMA BHEJAPECHHWE MNPHUHIMUIIHAIBHO HOBBIX
MH(OPMAIIHOHHBIX CHCTEM;

- HOBBIC TCXHUYCCKHE CPCACTBA.



CsoiicTBo rubKkocTH cHCTeMBI obecredenus WHGOPMAIMOHHOM O6e30macHOCTH
H30aBISIET B TaKUX CHTYallMsAX OT HEOOXONUMOCTH MPHHSTHS KAPAMHATBHBIX Mep IO
[IOJIHOM 3aMeHE CPeICTB H MeTonGB 3allUTBl HAa HOBBIC, YTO CHIXKaeT ee OOIIyio
CTOUMOCTb.

4.13. OTKpEITOCTH AITOPHTMOB U MEXAHU3MOB 3aIIUTHI

CyTh IpHHIMIA OTKPHITOCTH AITOPHTMOB U MEXAHM3MOB 3aIlATHI COCTOMT B TOM,
9TO 3allMTa HE JO/DKHA O0eCHeYMBaThCS TOJNBKO 32 CYET CEKPETHOCTH CTPYKTYPHOM
OpraHu3alyyd ¥ alrOpUTMOB (QYHKIIMOHHUPOBAHHUS €€ MOACHCTEM. 3HAHHME AITOPUTMOB
paboTEl CHCTEMBl 3alllUTHI He JOJDKHO [JaBaThb BO3MOXXHOCTH €€ IPEOoJONIeHHs (Haxe
aBTOpaM). JTO, OJJHAKO, HE O3Ha4aeT, YTo MHGOPMALHI 00 HMCIONB3YEMBIX CHCTEMAX U
MEXaHHW3Max 3allMThl JODKHA ObITh 00IIEeIOCTYITHA.

4.14. Ilpocrora npUMeHEeHHs CPEICTB 3aIHATEI

MexaHu3MBl B METOABI 3AIUTH! JOJDKHEI OBITh HHTYHTHBHO MOHSATHBI M MPOCTHI B
ucnons3oBaHuy. [IpuMeHeHne cpecTB U METOAOB 3aIlUTHl HE JOJDKHO OBITH CBS3aHO CO
3HaHWEM CHOELUAIBHBIX S3BIKOB WM C BBIIOJHEHWEM JeHCTBHH, TpeOyronmx
3HAYUTENBHBIX JOTIOTHUTENBHBIX TpyZo3aTpaT pu OOBIYHOM pabote
3aperHCTPUPOBAHHEIX ITOJIB30BaTENCH, a TakKe HE JOKHO TpeOoBaTh OT II0JB30BATElNs
BBIIIOJTHEHHS PYyTHHHBIX MAJIONIOHATHBIX €My Ollepalyii.

4.15. O60CHOBaHHOCTH U TEXHUYECKAs peaIn3yeMOCTh

HndopManoHHBIE TEXHOIOTHH, TEXHUYECKHE U IIPOrpPaMMHBIE CPEJICTBA, CPECTBA
¥ MEpBhI 3alUThl IE€PCOHANBHBIX JAHHBIX JOJDKHBI OBITH pealn30BaHbl HA COBPEMEHHOM
YPOBHE pa3BUTUS HayKH U TEXHUKH, 0OOCHOBAHBI C TOYKH 3PEHHs AOCTHIKEHHS 3alaHHOI'O
yPOBHS 0e30macHOCTH HH(OpMallMd M SKOHOMHMYECKOH LenecooOpa3sHOCTH, a TaKkKe
JOJDKHEI COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpMaM M Tpe6OBaHHAM IO 06e30MacHOCTH
NePCOHAJIBHBIX JaHHBIX. V

4.16. Cneuuanu3anus U mpodeccCuoHaTH3IM

Ipenmnonaraer mpuBiedeHHe K pa3paboTke CPEACTB M pealld3alid Mep 3allUThI
HEePCOHANBHAIX JAHHBIX ClENHATM3UPOBaHHBIX OpraHU3allMi, Hanboee MOArOTOBIEHHBIX
K KOHKPETHOMY BHJy A€ATEJHbHOCTH Mo obecredeHuio 6e30macHOCTH MH()OPMAIMOHHBIX
PECYPCOB, MMEIOIIMX OINBIT MPaKTHIECKOH paboThl M TOCYAapCTBEHHYIO JIMIEH3HIO Ha
IpaBO OKa3aHUid YCIyr B OToif obnacTu. Peanusauus aIMHHHCTPAaTHBHBIX MEp H

SKCILTyaTanus CpeaAcTB 3alllUThl = JOJDKHA OCYHICCTBIATHCA HpO(i)GCCI/IOHaJII:HO



MONTOTOBNCHHBIMU  crenuamuctamud  JIOY  (agMummcTpaTopaMM — Ge3omacHoCTH
HH(QOPMALIMOHHEIX CHCTEM [IePCOHANBHBIX JaHHEIX).

4.17. Ob6s3aTeTBbHOCTH KOHTPOIIS

Ilpennonaraer 06S3aTeNIHOCTD 1 CBOCBPEMEHHOCTh BBIABIICHUS W IIPECEYECHMUs
IIONBITOK ~ HApyHIEHHWs  YCTAaHOBIEHHBIX IpaBW, ofecmeueHHs  6e30IacHOCTH
[EPCOHANLHBIX JIaHHBIX, HA OCHOBE MWCIIONB3YEMBIX CHCTEM H CpPEICTB 3allUThI
HICPCOHANIBHBIX NAHHBIX, IIPH COBEPIICHCTBOBAHUM KPHUTEPHEB M METOJIOB OLIEHKH
3¢ (GEKTHBHOCTH 3THX CHCTEM H CPEJICTB.

KoHTpous 3a nesarenbHOCTBIO I060T0 MOMB30BaTeNsl, KAXK/I0T0 CpE/CTBa 3allMTHI U
B OTHOIICHHH JI060ro 06seKTa 3aIiThl AOJKEH OCYIIECTBIATECS Ha OCHOBE [IPUMEHEHUS
CPCACTB  ONCPATHBHOIO KOHTPOJIA * M PErHCTpallid H JAOJDKEH OXBaThIBaTh Kak
HECaHKIIMOHMPOBAaHHLIE, TaK U CAHKLIMOHUPOBAHHBIE EHCTBHS 110JIb30BaTEIEH.

Kpome Toro, sapdextuBras cucrema obecnedenns HHPOPMALUOHHOMN 6€30MaCHOCTH
TpeOyeT Halu4us aaeKBaTHOH M BceobbeMmmomieil MHGOpMALMU O TEKYLIEM COCTOSHUH
[IPOLIECCOB, CBA3aHHBIX C JIBH)XXEHMEM HHQOpPMAllMM M CBEACHUM O COOJIIOJIEHHH
YCTaHOBIICHHBIX HOPMATHBHBIX TpeOOBaHMH, a Takoke NOMOJIHUTENbHOH HH(POPMALMH,
HMEIOIIEH OTHOLIEHUE K ﬁanxTHIo pewennid. Mudopmanus moivkHa GBITH HaIeKHOI,
CBOCBPEMEHHOM, JOCTYIIHOM H IIPAaBUIILHO 0(POPMIIEHHOM.

Henocrarku cucremsr oGecnevenns HuHGOPMALMOHHOM 6e30IaCHOCTH, BEISBICHHBIE
cotpyanukaMu JIOY JOIDKHBEI HEMEIUIGHHO NOBOAMTHCS A0 CBEJEHHS DPYKOBOIHTEINS
Ynpasienuss o6pa3oBaHMA H ONEPATHBHO YCTPAHATHCA. BOMPOCH, KOTOpHIE KaxyTcs
HE3HAYUTCIBHbIMH, KOTZIa OTJCJIBHBIC NPOLECCH PacCMaTPUBAIOTCS H30JIMPOBAHHO, IIPH
PacCMOTPEHHH MX HapsAAy C JOPYTUMH acleKTaMHM MOTYT yKa3aThb Ha OTPUIATEIBLHBIE
TCHICHLWH, TpO3JAIIME MEpepacTd B KPYMHbBIE HENOCTATKH, €CIH OHU He OyayT

CBOCBPEMEHHO YCTPAHECHBI.

S. MEPBI, METO/Ibl 1 CPEICTBA OBECIIEYEHHSA TPEBYEMOI'O
YPOBHs1 3AIIIUTHI HHPOPMAIITHOHHLIX PECYPCOB
5.1. Meps! obecneueHus HH(POPMAIMOHHON 6€30IaCHOCTH
Bce wMepel oOecmeuenus Ge3omacHOCTH HMHQOPMAalMOHHBIX cucteM JJOY
MOJpa3AeAlOTCS Ha:
—  IIpaBOBHIE (3aKOHOJATENILHEIE);

- MOPAJIBHO-3THYCCKHE,



- TECXHOJIOTHYCCKHE,

- OpraHH3allHOHHEIC (alIMI/IHI/ICTpaTI/IBHBIe);

—  (uU3HUECKHE;

—  TeXHHWYeCKHue (amnmapaTypHble H IPOrpaMMHEIE).

5.1.1. 3akoHoparenbHbIe (TIPAaBOBEIE) MEPHI 3AIIUTHI

K 1paBoBEIM MepaMm 3amuThl OTHOCATCS AEHUCTBYIOLIME B CTpaHe 3aKOHBI, yKa3bl U
HOPMAaTHBHBIE aKThl, pPEIVIAMEHTUPYIOLIWE IIpaBuUjia OOpalleHHs C MEepPCOHATBHBIMU
JaHHBIMH, 3aKpeIULIoNIMe MpaBa K OOS3aHHOCTH YYaCTHUKOB HH(QOPMAIMOHHBIX
OTHOILIEHHH B mporecce UX oOpabOTKM M HCITONB30BaHUSA, a TAKXKe yCTaHaBIHMBAIOIIHE
OTBETCTBEHHOCTh 33 HapyIleHHs OTMX InpaBui. IIpaBoBeie Mepbl 3aIIMTBl HOCAT B
OCHOBHOM yMpeXAAoIui, NpoQHUIaKTHYECKHH XapakTep U TpeOYIOT NOCTOSHHOU
pasbpsCHUTENbHONM paboTBl € TMONB30BaTENsIME M OOCIY)KMBAIOIIKMM  TI€PCOHATIOM
uHopMaroHHsix cucteM JJOVY.

5.1.2. MopallbHO-3THYeCKHE MePHI 3aIlUThI

K MopaibHO-3THYECKUM MepaM OTHOCSATCS HOPMBI I[IOBEIEHHUs, KOTOpEIE
TPAAMIIMOHHO  CJIOXWIKCh WM  CKIAIbIBAlIOTCd II0 MEpe  PpaclpOCTPaHCHUs
UHGOPMALIMOHHBIX TEXHOJIOTHI B 00mecTBe. DTH HOPMBI OOJIBIIEH JaCTBIO HE SBIAIOTCA
00s3aTENBHBIMH, KK 3aKOHOJIATEbHO YTBEPXIEHHBIE HOPMATHBHBIE aKThl, OJHAKO, MX
HecoOMIoieHHe MOXeT IPHUBECTH K NAaJCHHUIO aBTOPUTETA, IIPECTHXKA YEIOBEKa, TPYIIIbI
man wi IOY B nenoM. MopanbHO-3TU4EeCKHEe HOPMBI OBIBalOT KaK HEIMCaHbie, TaK M
TUCaHble, TO €CTh OPOPMIICHHbIE B HEKOTOPBIA CBOJ (YCTaB) IIPAaBHJI MIIM IIPEIITHCAHHM.
MopanbHO-3THYECKHE MEphl 3AIMTHl SBJIAIOTCA NPOMIIAKTHYECKMMH H TpebyroT
MIOCTOSTHHOM pabOTHI 110 CO3/IaHHUIO 3[0POBOI0 MOPAJIBHOI'O KIIMMAaTa B KOJJIEKTUBE.

5.1.3. TexHonoru4eckue Mepsl 3allUTEI

K manHOMY BHAY Mep 3aIlllUThl OTHOCATCS PasHOro poja TEXHOJIOTHIeCKHe peIueHMsA
¥ TpHEMbl, OCHOBAaHHBIE Ha KCIOJb30BAHHHA HEKOTOPHIX BHAOB H30BITOYHOCTH
(CTpYKTYypHO#, (YHKIMOHAIBHOM, WHPOPMALMOHHONW, BpPEMEHHOH W T.L) H
HaIlpaBlIeHHEIE HA YMEHbIIEHHE BO3MOXHOCTH COBEpPIIEHHS COTPYIHHMKAMH OLIMOOK ¥
HapyIleHHH B paMKax MPeAOCTABIEHHBIX UM IIPaB U IOJIHOMOYHIA.

5.1.4. Opranu3anMoHHble (aIMHHUCTPATUBHBIE) MEPHI 3aIlIUTHI

OpraHu3aidoHHble  (aJMHUHHUCTPAaTUBHBIE) MEpHl  3allMTHl - 3TO  MEPHI
OpPraHM3alMOHHOIO XapaKkTepa, pPerjiaMEeHTHPYIOMHE IIPOLECCHI GYHKUIHOHUPOBAHUSA

CHCTECMEI 06p360TKI/I NEepCOHAJIbBHBIX JaHHBIX, UCIIOJIB30BAaHUE €€ PECYPCOB, JACATCIBHOCTD



o0CITy)XMBalOIEro IepcoHajla, a TaKXe NOPSAIOK B3aUMOJEHCTBUS IIONB30BATENEH C
CUCTEMOM TakuM 00pa3oM, YTOOBl B HaWOOJIBIIEH CTEIIEHU 3aTPyAHUTHh WIHM HCKIIOYUTH
BO3MOXXHOCTb peaM3aiiy yrpo3 0e30IMacHOCTH WM CHU3HUTH pa3Mep MOTEPh B ClIy4ae HX
peanu3aly.

5.2. ®opMupoBaHUE MOIUTUKHN 6€30MIaCHOCTH

I'maBHas 1enb aJMUHUCTPATHUBHBIX MeEp, IPEANPHHHUMAEMEBIX Ha BRICIIEM
YNIPaBJIEHYECKOM ypOBHE - CQOPMHpPOBATH MNONUTHKY B 06nactd obecredeHus
6e30MmacHOCTH MEPCOHATBHBIX AAHHBIX (OTpa)KaroUIylo MOAXOMBI K 3alllUTe NEPCOHANBHBIX
IOaHHBIX) U O0ECIIEYHTH €€ BHIIIOJIHEHHE, BBIAENAS HEOOXOAUMBIE PECYPChl H KOHTPOIHUPYS
COCTOSIHUE JIeTI.

C npakTH4YeCKOM TOYKH 3peHHs MOJUTHKY B 00nacTH obecredeHHs 6e30IacHOCTH
nepcoHANBHBIX AaHHbIX B JJOY nenecoobpasHo pa3doute Ha aBa ypoBHi. K BepxHemy
YPOBHIO OTHOCSTCSI pELLICHH pyKOBOJ:iCTBa, 3aTparuBaromue aeatenbHocTs JJOY B nenom.
INonuTHKa BEpXHETO YPOBHS HOJKHA YETKO OUYEPTUThH Cepy BIMSHUA U OTPAHUYEHHS TIPH
ompeleneHUH Ieiiell 0e30MacHOCTH NEePCOHANBHBIX JAHHBIX, ONpEJEIUTh KaKHMH
pecypcaMu (MaTepHalbHble, CTPYKTYpHEIE, OpraHH3alMOHHbIE) OHU GyAyT HOCTUIHYTHI, U
HAWTH pPasyMHBIM KOMIIPOMHCC MeXIy IpHeMIeMBEIM YpPOBHEM O€30MacHOCTH |
(GYHKIIMOHAIBHOCTBIO.

[TonuTHKa HHXXHErO YPOBHSA, ONpEAeNsAeT NMPOLEAYPHl, W MpaBHiia HOCTHKCHUA
uenedl W pelieHWs 3ama4 0Oe30MacHOCTH IEPCOHAIBHBIX MJAaHHBIX M JCTAITU3UPYET
(pernamMeHTUpPYET) ATH IpaBUIIA:

—  KaKOBBI POJIH U 00s3aHHOCTH JOJDKHOCTHBIX JIMII, OTBEYAIOLHe 32 POBE/ICHHE
NOJIMTUKKA 6€30I1aCHOCTH NEPCOHAIBHBIX JaHHBIX;

—~ KTO HMeeT mpaBa JOCTyNa K IEPCOHANBHBIM JaHHBIM, KTO U IpH KaKHX
YCIOBHAX MOXET YUTATh U MOAUGUIMPOBATH IEPCOHAIBHEIE JaHHEBIE U T.1.

ITonmuTHKa HIDKHETO YPOBHS JOJDKHA.

~  TIpefycCMaTpHBaTh PeriiaMeHT MH(GOPMAIHOHHBIX OTHOIICHHMH, HCKIIOYArOIINX
BO3MOXKHOCTh IIPOM3BOJLHBIX, MOHOIOJIBHEIX WM HECAaHKIMOHMPOBAHHBIX NEHCTBUH B
OTHOIIIEHHH WH(POPMAIIMOHHBIX PECYPCOB;

—  ONpelensaTs KOAIMIMOHHBIE M HMEpapXWYeCKue IPHHIMIBI H  METOXBI
pasjieNieHusl CEKPETOB M pa3srpaHH4EHHs JOCTYIA K IEPCOHAIBHBIM TaHHBIM,

—  BbIOHpaTH MIPOrpPaMMHO-TEXHUYECKHE (ammapatHsbIe) cpeacTBa

nporuBoneiicteus HCJI, ayTeHTMdUKauuy, aBTOPH3AlMM, HACHTHGUKAIUH U JPYrux



3alMTHBIX ~ MEXaHW3MOB, O00ECHEeYMBAIOIMX TapaHTHH pealu3allid NpaB U
OTBETCTBEHHOCTH CyOBeKTOB HHGOPMAILIMOHHBIX OTHOIIIEHHH.

5.3. PernamenTamus A0CTyna B HOMENIEHHUS

Komnonentsl uH(opmaunoHHerx cucreM JIOY  nomkHEI pasMemiaTecs B
NOMEHICHMSAX, HMCKIIOYAlOMMX  JOCTYN  IOCTOPOHHMX JIMI K  3alllMIIaeMbIM
HH()OPMAIMOHHEIM peCcypcaM.

Bo BpeMs 00paboTk# NEpPCOHANBHBIX AAaHHBIX B TAKHX IIOMEIIEHHSX JOJDKEH
IPUCYTCTBOBAaTh TOJIBKO MEPCOHAN, NOIMyIIEeHHbIH K paboTe ¢ mepCOHANLHBIMU aHHBIMH.
3ampemaeTcss NpUeM MOCETHTENeH B MOMEIIEHHSAX, KOrJa OCyIecTBiseTcs obpaboTka
NIEPCOHATBHBIX JaHHBIX.

ITo oxonyanuu pabodero JIHs, IOMEMIEHUS, B KOTOPBIX pa3MeIIaloTCs KOMIIOHEHTEI
uHpOpMaLMOHHEIX cucteM JIOY, TOMKHEI 3aIMPAThCS HA KITOY.

5.4. PernaMeHTaims AOIycKa COTPYXHHKOB K HCIOJNB30BaHHUIO HH(OPMALMOHHBIX
pecypcoB

B pamxax pa3pemMTeNIbHOW CHCTEMBI (MaTpHIbl) JOCTYNa YCTaHABIMUBAeTCA: KTO,
KOMY, KaKyl0o MH(OpMaIMio ¥ I KaKoro BUAA JOCTyNla MOXET IPEJOCTaBHTh M IIPH
KaKHUX YCIIOBUSIX.

Jlonyck nonk3opareneit k pabore ¢ uHpopMarmonHsME cucteMamu JJOY u moctyn
K €€ pecypcaM JOJDKEH ObITh CTPOro periaMeHTHPOBAH.

YpoBeHb MOJIHOMOYHI KaXXIOTO IIOJIb30BaTeNs ONpeAeAeTCs HHIHBHIYaIbHO,
cobioas cnenyromue TpeOOBaHus:

—  KaXIBId COTPYAHHK HOJB3YeTCS TOJBKO INpPEeAlIHCAaHHBIMM €My IIpaBaMH II0
OTHOIIEHHIO K IEPCOHAJIBHBIM [aHHBIM, C KOTOPHIMH eMy HeoOxomuma pabora B
COOTBETCTBMH C JO/DKHOCTHBIMH OOS3aHHOCTSAMH. PacimupeHHe npaB AOCTyna H
NpEeNOCTAaBIEHHE JOCTyNa K JOMOJHUTENbHBIM HHGOPMALMOHHEIX pecypcaM, B
063aTeNbHOM HOPSJKE, JODKHO COINACOBBIBAThCA C aJMHMHMCTPATOpOM 0€30macHOCTH
HHGOPMAIIHOHHBIX CHCTEM MEPCOHANBHBIX JaHHBIX.

O6paboTka MEepCOHANBHBIX JAaHHBIX B KOMIIOHEHTaXx HH(OPMAIMOHHEIX CHCTEM
JIOVY nomxHa NPOM3BOAMTHECA B COOTBETCTBHM C YTBEP)KICHHBIMH TEXHOJOI'MYECCKUMM
HHCTPYKIHSAMH.

5.5. PernamMeHTalUs IPOLECCOB OOCIYXMBaHHUS M OCYILIECTBICHHS MOIA(HKALMH

anmnapaTHbIX ¥ IPOrPaMMHBIX PECYPCOB



B nemsx noanepkaHms pexuMa MHOOPMALMOHHON Ge30MACHOCTH anmapaTHoO-
MpOrpaMMHas KOHGUIypalys aBTOMAaTH3MPOBAHHEIX PaGOYMX MeCT corpyanukos JIOY, ¢
KOTOpBIX  BOSMOXEH JOCTYH K pecypcaM HH(OPMALMOHHBIX CHCTEM, JOJDKHA
COOTBETCTBOBATh KPYTy BO3NOXEHHBIX Ha JAHHBIX IIONB30BaTeNel (YHKIMOHAIBHEIX
00s3aHHOCTEH.

B xomrioHeHTax HHGOPMALMOHHBIX CHCTEM M Ha pabodux MecTax NoJb30BaTeNei
AOJDKHBL yCTaHABIIMBATBCS M HCIIONB30BATHCS JIMIIEH3UOHHbIE IIPOrPAMMHBIE CPEJICTBA.

5.6. ObecneyeHHe W KOHTPONb (DU3UYECKOH IETOCTHOCTH (HeM3MeHHOCTH
KOH(HIypaIMH) aNllapaTHBIX PECYPCOB

OGopynosanne HHPOPMAIMOHHBIX CHCTEM, UCTIONB3yeMOe JJIS  JOCTyIa u
XPaHCHHUS INIEPCOHANBHBIX NAHHBEIX, K KOTOPOMY JOCTYN OGCIIY>KHBAIOIIEro MepcoHaIa B
Mporecce IKCIUTyaTallik He TpeOyeTcs, Nocie HalaJOYHBIX, PEMOHTHBIX M HHBIX paGoT,
CBS3aHHBIX C JIOCTYIIOM K €0 KOMIIOHEHTaM JIOJKHO 3aKPhIBAThCSL.

5.7. Ilog6op ¥ OAroTOBKA nepbonana, o0ydeHHe Mnojs30BaTenei

Obecneuenne 6e30MaCHOCTH MMEPCOHATBHBIX AHHBIX BO3MOXHO TONBKO IIOCIE
BEIDaOOTKH Yy MOJB30BaTeIel ONpeeNieHHOM Ky IbTyphl paGoThL, T.e. HOpPM, 00s13aTeIbHBIX
AT HCTIONHEHUA BCEMH, KTO paboraer ¢ nH(popMauronHsiMu pecypcamu JIOY. K takum
HOpMaM MOXHO OTHECTH 3alpelieHHe JIOOBIX YMBILUIEHHBIX MM HEYMBILLICHHBIX
NEHCTBHHA, KOTOpBIE HAPYIIAOT HOPMAIBHYIO pabGoTy KOMIOHEHTOB HMH(GOPMAIIMOHHBIX
cucreM JIOY, BEI3BIBAIOT NOMONHHTEIbHBIE 3aTPATHl PECYPCOB, HAPYLIAIOT LEIOCTHOCTD
XpaHuMOH M oOpabarbiBaeMmoif WHOpMAUMH, HapyIalOT MHTEPECHl 3aKOHHBIX
I10JIb30BaTeNIEH, BIIaJCNbLIEB HIIH COOCTBEHHUKOB.

Bee mons3oBarenu napopmanuonnbix cucteM JOY [OIDKHEI GbITh 03HAKOMIIEHEI C
OpPraHM3alMOHHO - PaCIOPAAMTEIBHBIMH JOKYMEHTaMH 110 00eCIeYeHHIO0 6e30MacHOCTH
nepcoHanbHBIX JaHHeIX JIOY, B w4YacTH, uX Kacalomeiics, IODKHBI 3HaThb H
HEYKOCHHMTEJIBHO BBIIIOJHATE MHCTPYKIIMM U 3HATH OOIKEe 00A3aHHOCTH 110 06eCIeYeHHIO
0€30MaCHOCTH MMEPCOHANBHBIX JAHHBIX.

5.8. OTBETCTBEHHOCTh 3a HApYIUEHHS YCTAHOBJIECHHOIO IIOPSAAKA IOJNB30BAHUA
pecypcaMu HHGOpMaMOHHEIX cucteM JIOY

Mepa OTBETCTBEHHOCTH NepcoHana 3a NEHCTBUSA, COBEPIICHHBIE B HapyIIeHHe
YCTaHOBJIEHHBIX IIpaBHJI obecriedeHus Ge30macHo# paboTHl ¢ MEpCOHAIBHBIMY JaHHBIMH,
AOJDKHA ONpENENAThCS HAHECEHHBIM YIIepOOM, HaJM4YMeM 3JI0T0 YMBICHAa ¥ IPYyTMMH

¢axTopamu o ycMoTpenuio pykososcrsa JJOY.



Jnis peanusaumm npunIMna IIEPCOHANBHON OTBETCTBEHHOCTH MONMb30BaTENel 3a
CBOH JI€HCTBHSA HEOOXOTUMBI:

—  MHIAWBHAyalbHad MICHTU(HKALUS IIONB30BaTeNell M WHUIMMPOBAHHBIX HMH
IIPOLIECCOB, T.€. YCTAaHOBJIEHHE 3a HHUMH uneHTadukaropa (login, Username), na 6aze
KOTOPOro 6yZeT OCyIeCTBAATHCS pasTpaHHYCHHUE NOCTYa B COOTBETCTBHH C IPUHLIUIIOM
000CHOBaHHOCTH JIOCTYIIa;

— TPOBEpKa MNOMIMHHOCTH IONb3OBaTelell (ayTeHTHUKAUMSI) Ha OCHOBe
napornei;

~ PeaKliid Ha TONBITKA HECaHKUHOHMPOBAHHOTO JOCTYIIa (curnanuzanus,
OI0KUPOBKa U T.0.).

5.9. CpencrBa obecniedenns 6e30MacHOCTH NEPCOHANBHEIX JaHHBIX

Hna  obecneuenus HH(I)opMe_}nHOHHoﬁ 6esonacroctn  JIOY  ucnomssyrorcs
CIIETYIOIINE CPENCTBA 3ALUATHI; .

—  Qusmyeckue cpencTaa;

—~  TEeXHHYECKHE CPE/ICTBA;

~  CpeICTBa UICHTH(HKALKMH U ayTeHTU(HUKAIINH TIONTb30BATENEH;

—  CPEICTBa pasrpaHUYeHHUs JOCTYIIA;

—  CpecTBa 06ecneveHHs U KOHTPOJIS IeJTOCTHOCTH,

—  CPCICTBa ONCPATUBHOIO KOHTPOJIA U PETHCTPALMH COOBITHI 6e30IaCHOCTH.

CpencrBa 3amuTel OMKHBI III;)I/IMCHSITBC}I KO BCEM pecypcaM HHGOPMALMOHHBIX
CHCTEM YTIpaBIIeHHs OOpa3’oBaHMs, HE3aBHCHMO OT MX BHIA H dopMbI nipencTaBieHUs
HH(OPMAIIMH B HHX.

5.9.1. dusuueckue CpeAcTBa 3aIUTHI

Dusnyeckue Mepsl 3alUTHl  OCHOBAaHBl Ha NPUMEHEHHH DPa3HOro poja
MEXaHUIECKHX, JNEKTPOHHBIX HIIH SIEKTPOHHO-MEXaHHYECKUX YCTPOMCTB U COOpY KEeHHIA,
CHEMATEHO IPENHASHAYEHHBIX /Ul CO3JaHHs (PH3NYECKHX HPEISITCTBHM Ha BO3MOXKHBIX
IyTAX HPOHUKHOBCHMS M JOCTylla MNOTEHUHANBHBEIX HApyIUUTENeldl K KOMIIOHEHTAM
CHCTEMbl M 3aIlMIIACMBIM IEPCOHANBHBIM JAaHHBIM, 4 TAaKXKe TEXHMYECKHX CPELCTB
BU3YaJbHOTO HalIIO/ICHN)S, CBSI3H M OXPAHHOM CHIHATH3AIHIH.

M obecrniedenus Qusmueckoif 6e30MacHOCTH KOMIIOHEHTOR MHPOPMAIIHOHHEIX
cucreM JIOY Heo6XONMMMO OCYIUECTBIATH pSfi OPraHM3AUMOHHEIX M TeXHMYECKHX
MEpOIPHATHH, BKIIOYAIOIINX: IIPOBEPKY O0OOPYIOBAHHS, IIPEIHa3HAYEHHOIO IS

00pabOTKH NepCOHANBHBIX JAHHEIX, HA:



—  HalliKue ClelHUalbHO BHEJPEHHEIX 3aKJIaJHBIX YCTPOMCTB;

—  BBCACHHC [IONOJHWTENBHBIX OrPaHMYEHMH II0 JOCTYly B IOMEIIEHHS,
NpEAHA3HAYCHHBIC UL XpPaHEHHUs ¥ 00pabOTKH NEPCOHANBHEIX JAHHbIX,

— obopynopanne cucreM HH(BOPMATH3ALUHA YCTPOMCTBAaMH 3alIMTHl OT cOOeB
3NIEKTPONUTAHHS U IIOMEX B TUHUIX CBSI3H.

5.9.2. Texunueckue CpelCTBa 3allUTEI

TexHuyeckme — (ammapaTHO-POrpaMMHEIE) MEpBl  3aIUTEl OCHOBaHL Ha
HCTIONb30BAHMH  PasiHBIX 3JIEKTPOHHBIX YCTPOMCTB M CHENUANBHBIX INPOTPaMM M
BBITOJIHAIOMMX (CaMOCTOSTENEHO HIIH B KOMILIEKCE C APYTUMHE cpencTBamMu) (GyHKITHU
3aIIUTH! (MOCHTUQUKAIMIO U ayTeHTHUKALMIO TIOb30BaTeNe, pasrpaHudeHue JoCTyIia
K pecypcam, perucTpaluio COOBITHH, KpUNTOrpaguyeckoe 3aKphiTHe HH(MOPMAIIHH U T.1L.).

C yd4etom Bcex TpeGOBaHMii M TNpPUHUHNOB OGECTeYeHHS Ge30MacHOCTH
LIEPCOHANBHBIX NAHHBIX IO BCEM HANpaBICHUSAM 3aIUTHl B COCTaB CHUCTEMBI 3aIlUTHI
JOJDKHBI OBITH BKIIIOUEHBI CIIEYIOLINE CPEICTBA:

—  CpeICTBa pa3rpaHHYeHHs liOCTyna K JaHHBIM;

—  CpeICTBa PErUCTpallMH NOCTyIa K KOMIOHEHTaM HH(POPMAIMOHHBIX CHCTEM H
KOHTPOJIS 32 UCITOJIL30BaHUEM HH(POPMAIIUH;

— CpEACTBa pearMpoBaHHs Ha HapyUIeHHs peXuMa .I/IH(I)OpMaIII/IOHHOﬁ
0e30macHOCTH.

Ha TexHW4eckue cpencTBa 3allMThl BO3JIAraeTcsl pellleHHe CIeQyIOLHX OCHOBHBIX
3ajad:

—  HICHTHQUKAlMSA M ayTeHTHOUKALWUs IOJb30BaTeNell MPH MOMOIIM HMEH WK
CrielMabHbIX anmapaTHbIX cpeAcTs (Advantor, Touch Memory, Smart Card u 1.11.);

—  PperiaMeHTalus M yIpaBieHHE JOCTYIIOM IIONb30BaTelledl B IIOMEIIEHHS, K
(GH3MIECKHM U JTOTHYECKHM YCTPORCTBAM;

— 3alMTra OT NPOHHKHOBEHHWs KOMIBIOTEPHBIX BHPYCOB H Pa3pyIIMTEIHLHOTO
BO3/IEACTBHS BPEIOHOCHBIX TTPOrPaMM;

—  PErucTpanus BCeX NEMCTBHM IIOJIH30BATENS B 3AIUIICHHOM XYypHAJIE, HATHUHE
HECKOJIbKUX YPOBHEH pErHCTpallvu;

— 3allUTa JAHHBIX CHCTEMBI 3allUTHl Ha (alnoBOM cepBepe OT JOCTyna
N0Nb30BaTeNIed, B YbM JIOJDKHOCTHBIE OOSM3aHHOCTH He BXONUT paboTa ¢ MH(OpPMAIIHH,
HaxoAdlleics Ha HeM.

5.9.3. CpencrBa HaeHTUPUKAIMH ¥ ayTeHTU(UKALMH NOIb30BaTeNekt



B nemix npenotspamenus paGoTel ¢ pecypcamMu MHGOPMAIHOHHEIX cucTeM JJOY
MOCTOPOHHUX JIUL[ HEO0XOAMMO O6ecleYHTh BO3MOXHOCTH pPACIIO3HABAHHUA KAKIOTO
JICralbHOTO MONb30BaTeNns (WIM TPynm mHojk3oBareneif). s HAeHTHHMKALMH MOTYT
IIPUMCHATLCA Pa3IMIHOTO pojia yCTPOMCTBA: MarHWTHBIE KApTOYKH, KJIIOYHM, KIIIOYEBHIE
BCTaBKH, JUCKETHI H T.II.

AyreHTH}uKamus (NOATBEPXKAECHHE [OLTHHHOCTH) IOTB30BATENlel TAKKe MOXKET
OCYILIECTBIIATHCS

— NOYTEM IPOBEPKH HAIMYUS Yy TMONb30BaTeNlell KaKMX-IMOO CIEIHATbHbIX
YCTPOHCTB (MArHUTHBIX KapTOYeK, KIFOU€el, KITIOYeBEIX BCTABOK H T.11.);

—  IyTeM IPOBEPKH 3HAHUS UMH T1apoJieii;

— TyTeéM MNPOBEPKH YHHKAIBHBIX (H3MYECKHX XapaKTePUCTUK M IapaMeTpOB
CaMHX IOJIb30BaTeNed MPH MOMOIIY CIIEHHATBHBIX GHOMETPHIECKHX YCTPOMCTB.

5.9.4. CpencTBa pasrpaHH4eHHs JOCTYIA

30HBI OTBETCTBEHHOCTH H 3aﬁaqn KOHKPETHBIX TEXHUYECKHX CPEACTB 3alllUTHI
YCTaHABIMBAIOTCS MCXOMAS M3 HX BO3MOXHOCTEH M SKCIUIyaTallHOHHBIX XapaKTEPUCTHK,
ONKHCAHHBIX B JJOKYMEHTALMU Ha JaHHBIE CPEACTBA.

Texuuyeckue cpencTBa pasrpaHH4eHHs HOCTyNa AODKHBI [0 BO3MOXXHOCTH OBITH
COCTaBHOH YaCTBIO €JHHON CHCTEMBI KOHTPOJIS JOCTYIIA:

—  Ha KOHTPOIIUPYEMYIO TEPPUTOPHIO;

— B OTJelbHbIE IOMEIICHHUS;

— K KOMIIOHeHTaM HH(popManuoHHOH cpeapl JJOY ¥ 3MeMEeHTaM CHCTEME
3aLIUThI IEPCOHANBHBIX JaHHBIX ((HU3NYECKHH OCTY);

— K HHGOPMalMOHHBIM pecypcaM (IOKyMEHTaM, HOCHTEISM HHGOPMAIIHH,
¢aiinam, HabopaM JaHHBIX, ApXHUBaM, CIIPaBKaM H T.]1.);

— K aKTHBHBIM pecypcaM (TIpHKIIaIHBIM IporpaMMaM, 3aJauaM H T.I1.);

— K OIEpalliOHHOM CHCTeMe, CACTEMHEIM NpOorpaMMaM U IIporpaMMaM 3allHThL.

5.9.5. CpenctBa obecrieueHus © KOHTPOJIA LETOCTHOCTH

CpenctBa ofbecriedeHHs IENOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpelcTBa
PE3EpBHOIO  KONMMPOBAHUS, NpPOrpaMMBl  AHTUBHPYCHOM  3aIIMTHI, IPOrpaMMBI
BOCCTAHOBJIEHUS LIEIOCTHOCTH ONlEpallMOHHON cpeibl U 6a3 NaHHBIX.

CpenctBa KOHTpONS LENOCTHOCTH HH(POPMAIIMOHHBIX PECYPCOB  CHCTEMBI

npeaHasHa4y€Hbl I CBOCBPECMCHHOI'O 06Hapy>Ker1ﬂ MOI[I/I(I)I/IKaIII/II/I WIN HCKAXCHUA



pecypcoB cuCTeMbl. OHM MO3BONAIOT OOECIEYHTH IPABHIBHOCTE (GYHKITMOHHPOBaHHS
CHCTEMBI 3alIUThI ¥ UETOCTHOCTE XPaHUMOM 1 06pabaTriBaeMoi HHpOPMAIIHH.
KonTpons uenocTHocTH HHGOpManME M CpeiCTB 3amMTHL, C LENBIO OBecHeYeHHs
HEM3MEHHOCTH HHGOPMAIIHOHHOM Cpelibl, OTIpe e eMOoi MIPeyCMOTPEHHOH TEXHOJIOTHEH
00paGOoTKH, U 3alIMTEI OT HECAHKITHOHMPOBAHHOM MO (UKAIIMH TIEPCOHANBHBIX JaHHBIX
JOJDKEH 00eCIeunBaThCA:

— CpeICTBaMH DasrpaHHYeHHs JOCTyna (B NOMEUIeHHs, K JOKyMEHTaM, K
HOCHTEIIM HHPOpMaLliH, K cepBepaM, JIOTMYECKUM YCTPONCTBaM 1 T.IL.);

—  CpeICTBaMHU 3JI€KTPOHHOM IOAMHCH;

— CpeACTBaMM  TOACYETa . KOHTPONBHEIX CYMM (I HCIOJIB3YeMOTO
IIPOrpaMMHOI0 OOecTIeYeH s ).

5.9.6. CpezcTsa onepaTHBHOTO KOHTPOJIS M PErHCTPALIHK COOBITHI 6e30macHOCTH

Cpenctsa 0oGBEKTHBHOrO KOHTPONS JOIDKHBI 0O6ECIIeYMBAaTh obHapyxeHHe u
PETHCTPALIMIO BCEX COOBITHI (IEeHCTBUI MONB30BaTENeH, TOMBITOK HCJI u 1.11.), xOTOpBIE
MOTYyT moBie4Yb 3a co0O# HapymeHue Ge30MacHOCTH M NPHBECTH K BO3HHKHOBEHHIO
KPU3HCHBIX CUTyallMH. AHaiu3 coGpaHHOH CpeACTBAMH pErMCTpaldd HH(pOPMAIHH
TNO3BOJIAET BBIBUTDH (haKThI COBEPIICHHS HApyILIEHHUH, KX XapakTep, HOACKA3aTh METO €10
paccieoBaHUs U CIIOCOOBI ITOMCKA ~HapymIzITeJm M HCHpaBiIeHHUS cni‘yaunn. CpenctBa
KOHTPOJI U PETUCTPALIMK JOJIKHBI MPEAOCTABIATH BO3MOXHOCTH:

— BEIEHUSA H aHalKW3a JXKyPHAlIOB pErMCTPallid COOBITHM 6e30macHOCTH
(CHCTEMHBIX JXYPHAJIOB);

— TOyYeHHs TBEPHOH KOMMH ([€YaTH) >XKypHala pPErucTpalMyd COGBITHIL
0e301acHOCTH;

—  YHIOpATOYEHMs XXYPHAIOB, a TaK)X€ yCTAHOBIEHHS OTPaHHYEHUM Ha CPOK HX
XpaHeHus;

—  OIICPaTHBHOIO OMOBEIICHHs aIMHHUCTPATOpa 6E30IaCHOCTH O HAPYIIEHUSX.

Ilpu peructpannu coGBITHI 0€30MACHOCTH B JKypHale NOIKHA (DPHKCHPOBATHCS
clenyromas uHQOpMaIus:

—  JlaTa ¥ BpeMs COOBITHS;

—  HIeHTH(HKATOp CyOBEeKTa, OCYIIECTBIAIOMIETO PETHCTPUPYEMOE AEHCTBHE;

—  JeicTBHe (THI AOCTYyIIA).

5.10. KoHTpois 3¢(eKTHBHOCTH CHCTEMBI 3aILUTHI



KoHTpons 3(ekTHBHOCTH 3aIIUTHI NEPCOHANBHBIX NAHHBIX OCYIIECTBIIAETCA C
ICJIbI0 CBOCBPEMCHHOTO BBIABJICHUS M NPENOTBPAILEHHS YTEUKH IIEPCOHATBHBIX NAHHBIX
3a CHCT HCCaHKIMOHMPOBAHHOIO MAOCTYNA, a TaKXKe MPEeNyNpeXIeHHS BO3MOXKHBIX
CTCHHMANBHBIX BO3NCHCTBUMA, HANPABIEHHEIX HA YHUUYTOXEHHME NEPCOHATBHBIX NAHHBIX,
PaspyIeHie CpencTs HHpopMaTH3auy. KoHTpob MOXET NPOBOUTHCS PHBJIEKAEMBIMH
IS STOH LN OPTraHU3alHsIMH, HMEIOIMMH JIMIEH3HIO Ha 9TOT B NeSTEIbHOCT.

Ouenka 3(QQEeKTHBHOCTH Mep’ 3aIlUTBI NEPCOHANBHBIX JAHHBIX IIPOBOAMTCS C
MCNIOJIE30BAHMEM TEXHMYECKHX M MOPOrPAMMHBIX CPEICTB KOHTPOJNS HAa IpEIMeT

COOTBETCTBUSA YCTAHOBJIEHHBIM Tpe6OBaHI/ISIM.



